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(57)Abstract: 

PROBLEM TO BE SOLVED: To secure the confidentiality and secrecy of 
communication data by exchanging a cryptographic key in a single session, while 
utilizing the standard protocols of the Internet etc. 

SOLUTION: The term of validity of a cryptographic key in a single session is 
defined. Then, a communication time is managed by using first timers 27a, 27b or 
the like. When the expiration of the validity of the cryptographic key comes near, 
key-exchanging means 25a and 25b performs the exchanging (delivering) 
processing of a new cryptographic key by using the security function of a wide- 
area network. When old cryptographic key information and new cryptographic 
key information coexist in SA database 24a and 24b, the newest cryptographic 
key information is selected by referring to a time stamp. 
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&{f{BJ#B£^{fc£*t/i^-y-;/ hSriUft-rs^irtt, m 
M* * ^- ^ tft ^ b r K £ -r S « * f&»-r 
Ti^a-r«.«i1W«^2£i±#^L,fc^ic:i4, ^-CA* 

ic, mreaRSixfciBtfrwsr^-rws'JS-^Sriwiaasfli^ 

li^ftL, 

feltSfliEilitS^x-^^-^^^^L, gtrfE^giJ*-^- 

Ctvlcit), — 3t0-fer y>3 XD&'PX', ±y*>3>&f 
[19*17] j£i«*s/ K UfcBt-i-iiftSrtT 

Hdfiasi^«i#ia:ii> BUia*^ ^a i e>K>«*p$Tgi*a t , 

^-<-^.|rS«iL,, 
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nt#«»cB8-r s it* £ wm-r z> n&mr— 

<<-?k. 

W**w#»JWRa*WTLfc::fc**aiL-c» fllfE«>g 
*#«fc:«*n-*-3fB 2 <d*^ -v t , 

ff3l**ffc/«*ft#*i:, SrllL^ 70 

ft*©l»Bl»4H^-*^-*ia»rfcfcfW«t:^S 
-B\ WIEj|S2©*'f^d»feiBft«rS»*5i:, aft 

fttOB-cyyt-^JIftSffoT, lWie«ft*«>lW 

fMltrllUDft**, 

[St#«9] 7*^14111** 8 JCJS^T 

Wimm^t/m^-it^mt. IP (Internet 
Protocol) tc&lt SKEE"*? ^ (A u t h e n 
tication Header) (dig C £ N tL<ll 

(to 

(Internet Protocol) t^iolt 5Bf-§- 
■^•^ P — K(Encapsulationg Secu 
rity Payload) CiCS, t L< »4I^^W 

fcct^^tUL-c, miB»5;«i^©^a*p-r-5^-<-v 
it, 

9IIE«X«i#©f±, miE^W^^e><z>a*P*S:«t5i:, 
afI*£©nOT?*#«ft*©3c , ill*rfTV\ S9ffia(S3fe<0 
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fTi-S»^Jctt, St\ «ft$fc«r1*J£-*-afc»0>fllf*«r 
*t UT«ES-rS«««^2W±#*ELfc*&KH:, Aft 

y h<nm-%-itZft? kmc. iW!EHiR£ftft:Sftf$ft£^ 

4ft., ltoiei*-»ft/«*fb#Stt. MLfc/^yhO 
«*fb*i«*:f? 5 Sfi/^y r-flV^y^KIE 

WISBf#lt*3j;0=Bf#T/u^y XA©ft*«rffll^-C. 
[ft#:1l l 2] ^ye a -«, 

Bt#»w*r5b»ii8*-ew«i 0 Btrfl^^m^r t &o 

Hftf£j£«.*y H7-^«r^L-Cl»-«KHlMRSr2flE»i-S«l 
tBSr^TU *»o, tfME^-f^&roafsiirftttSi:, a 
ft* fc WFflT'B&^Sifff#(D5J«|*fTo -CiMElUHW- 

? 1= ^ ft. ttsttfm & &m-t 5 ii3?m^a t , 

SfllEBf-^iix-^^-^^flgUT^S^Bf^-fiff** 
^coBt#gifff*^fflv>-CBt^fb*JJ;U!«-g-fbS: 
f?u\ *»o, «F4Mtff**J#fti-4»^fctt, SiBfroee 
*«t»««rfflv^ri«*fb*/t«:«*ft:SrfT 5 m^it/W. 

f*. 

[0 0 0 1 J 

-^sr^-LTaft-rss #*aff*«6i3j:wy- M>3i 

[000 2] 

aftv-^^Atciov^Tfi, MticgiSf-^ioai- 

ek*Srff*>*<C^fc»»C, affl^^?rB&#fbLft:'5, ^ 
-*<E>5£^f4&^ y ^r*f«««rf«f»-**6*ifUr, 

[0 0 0 3] m«E, hfCjSV^Ttt, 
n h n^Sr^^-f SRFC(Request For Comment) I^T, 
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r-CDgffiSrti? b =i^T*fc5IP(Interne 
t Protocol) lCB»*jt J ?18IE*«Srf*«nLfcIPsec3S^ * 

E(Internet Key Exchange) t&S^ftTl^So 
10 0 0 4] n-tf/M^ (|^yh!7-ir 

^so^at-efco. m^mm*i>-r>y- by^^mm io 
[0005] m^ik&n o z bizz^x. mmm<D±-y 

5. 

[0 0 0 6] 

[^p^^«?*uj; o t-raaug] mz.t£* &mmmmt 

[0 0 0 7] L!>»L4#f),' H*i©I|fOBiKH:, - 

tefiitO^— * $r^tfSHf$g ; BT, Security Associati 
on:SAi:P^) Ififflk £ i\ Z> „ ioT, Bf#«&Jg$Pr L 
■C V » -5 m ffl CO± * a. V 7- -< »4{fcH £ tltt ^ d t IZ <0 , 

[0 0 0 8] S€>lC, ^yM7-^Ot«««*-^ 

[0009] m^ro^fv^-^y hco-fe*^. y T-^mm 

J^T?#-CV^iV\ 1 o<E>-fc y -> a Vft^Bf-^-giSrMfr-r 

xbns^, b 7 - ^cTmffl 5 

[0 0 1 0] *:$§lKtt\ :»i ittnmzm<5[,^xtt:£ 
ixithcoxh*) , ^rOltfjtt, W — h^tD^ip ^ 
W/i^n h =>/U^fiJffl Loo, lorotyv/aytCfc 

[0 0 1 1 ] 

[S£S&fl¥*-t-5fc*tf>3Ma:] *««-eii, -ocoir y 

b. mm*-? b v— vT^mmzmm lx. 
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T*3#. «Btr>3 vro«HB*aSr**U, fltrlS-fe s> 

^rtp«*«*r»tR-r5J:5^-*-5. Cttl^JcoT, -fey 
[0014] 

[0 0 15] El2[i, #38!>!«ri§/B-r5Bi^ii{f v-^x 
by — 9 \ (Wide Area NetworkrW 

ANi:fe«t-rs) i4» nntLto,£m<nmft*v vy—t 

[0016] h?-^2, 3 Loca 

1 Area Network:LANt 1^^) tt<><— 

y-}-;u=i^¥zi. — ?-*->y — 7-?.<r—i<'3 >^<f coiiflJS 

m<nmmxii x mft*? vy—9*m\z.\*x&m-tz 
mm&tiz>*—j>.*y by—?xi>*.\,\ 

[0017] y-h^x-('gf4, 5 14, Will, LA 

^«t*nfciaftfiS3i5^'f f — ?*mz>te\z, lan^w 

AN t SrSigc-rS/w-^, j'-^t/i'rm/ifW 

^9-7=.— *mmx3bz> 0 y— h =Kg4, 514, 
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[0 0 1 8] iSffi*8*6, 7, 8, 9, 10, 1 

lit L AN^WAN^Ltf- ? <D&&&?f o 

«$«*12li, LANfc^LTx — *£»S:fT5iift 
[0019]fc h!>^««<Z>K*tt*«riJ^ 

o^-c, ei i srffli^-cKw-rSo ant y-h^m-f 

[0 0 2 0] El^^ttS J: 5 ^h>>x^^i4, 
5 fi^n^J-K WAN <Jr (TDfUJ-Cir ' — (D^ t *) & 
WAN^y^7x-^2 1a, 2 1 b t > LAN^^ 
-Cf- ^0^9 t 9 £rtT3 LAN^y^7x-^ 2 2 
a, 2 2 b affif-^^ttftSht^S^y KZ) 

7^ ^^33^9:2 3a, 23b t £W-r<5o 
[0 0 2 1 ] y-h I )x^gi4 ) 5l«Hf ^ 

^ (SAf-^^) 24a, 24bt, tyi/a> 
mom^tTsi'dr y XAt«F#»*^ft7c, tL<fii£ 
ff5fey- h^^-T i»r«U ^^Hi^SAr-^^ 
*2 4a, 2 4 b^a : #iAtf«i^^lS:2 5 a, 25 b 

[0 0 2 2] *fc % S&fcl, hfrai-Y »B4, 5tt 

^n^tU. WAN^f 1/ $ ~7 — 2 1a, 21b L 

^WAN^Sfll" y M^oV^Tft S Ar-^^ 
— ^ 2 4a, 2 4 bl£S-^£W-^{t^3im\ -*WA 

Tit S Ax-^-<-^iCS<3#«-§-fk«iaSr*T9Bt^ 

<k/m^tmm^m 2 6a, 26b sr*ri-s 0 

[0 0 2 3] S^K, h**-* 3fiB4, 5tt 

-ttt-^iX, t a yfe© S AOt»«fM 4f I W 
MWTi^ii LtSA*3»S:««*¥ft2 5 a , 
2 5 b^ii£p-r£^ l(DN-727a, 2 7bi, ir^ 

4ot, SA»4i:»Sftfa2 5a, 2 5 b ^ii*p-T 
SS2<D^^-72 8 a, 28b ^tf5 0 

[0 0 2 4] BliK:*5V*T, *v>mSfiaffT f — 

[0 0 2 5] WT, SI 1 lC7r:-ry- h ^x^giiffl^ 

[0 0 2 6] o£«9, B3fclE«fc£ft5 ± 5fc. Hf-^ii 50 
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t^K*fe5t^rayr^7yi/x-> 3 y (SA) £ 
0) D 

[0 0 2 7] aMMBTIt iS«*Ofll«**— i: 

tt^S^SAf-^^-^^ftf Lt, ^tt^SA 

^frsf-f§-«ft«) SrJSSLttiU «Si-S«f*«ii:l»#fc 
<D— ttfc. SA(Dtt8ijW* (SAID) zmm-tZo 5: 

flrw-cit ^-jry hcD^^Kfattsnri^ s a i d 

41) c 

[0 0 2 8] -feyS/ a ft Si:, 3S««^"C. 

^rSMHBItf)* S) *rlTV\ »R^*Tttoj^JE<0ii*W 
0*^ 3>:/4 2) 0 

[0 0 2 9] iB»SrSttfc«2fi£»*«tt. SA^BS, 

*a*:E#fSft£ (^X!y^4 3) 0 
[0 0 3 0] ^LT, »««-CJ4, i£«*^flM**3j:tf 

A.X*>:7 p £3r — t LTSAf-^^^^if 
£0 — o<Z)-tr 2/->3 S Af-^ 

^tC2o (2H±) ^SAiffft (l**ftflMR) 7&5 

V*5*ft=£>T-C\ S At*— X&fem-fZo tL 

S'J#-^ (SAID) £K«cLT^frrs 0 SMtWCfi, 
y^^o, h^^^^tC|5«c^tLTl^ S A I Di#il 
m^it&fto (^77^44) o -t LT> 

«o*3b^ra^S5Ti-5t, SA^tti-c^^i 

LTBt#<tSrffV\ tW*tfl:«(Z)ID (SAID) £ 
o/c< I^CJ: SAIDitllTSAf-^^- 
[0 0 3 1 ] ^tii-ctt). 1 ocoir y >*t^:fo^ 
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[0 0 3 2] El 4 i^Trr-TJ: 5 td, **16<z>?Kffi-Ctt. — 
OOty 5/g fcfcl^T* AMOR" S A I D 1 " CO0f 

SWPlPJ t 2 «t Q , -CTBT 1 fftf 1iiJ<OB#/& t 1 KfcS 
WfcfcS AOTte*tLT" SAID3" CDBf^«t{f 

:o#A-c, " saidi" 

saidi" (om^m^n^s a*?— t"<— *«t v^m 

[0 0 3 3] J£AT\ Bl, 05, 0 6*5cttf0 7~~0 9 
Srffl^T, «t 9 ft{*«U:R31"r*p 
[00 3 4] 17 (a) , 0 8 (a) , 09 (a) I*. 

Tjk-f i><DX*&>Z>o 0 7 (a) fi, tr>3>»» 
SAW«-C*>i9, 0 8 (a) fi, Bt-§-»^*gb»irac0SS 

5«J*^*5«tSSAttr«-t»«>9, 19 (a) tt, *VM* 

iCiottS S Att«**LTV>5o 

[0 0 3 5] a*4n5J:5l^ sa«« (Rff-s§-«fS 
[0 0 3 6] ^f:, 07 (b), 08 (b) , 09 

(b) *avi<Dnm<Dmte\z*srtZ'<*iy h£«« 
y- h asit^a-s-fbttaic^Kifts s at-^ 

*<E>f*J* (SAi»«) -C*>9, **L«X, 0 7 

(a) , 08 (a) , 09 (a) \Z*tfc L"C V>6„ SA 
if*ii> y r >r 7 y ->x-v^ 3 y 5rMJtS S A 

id, w*fbr/u=ry xa, «f*«sr^A/-c«rt$nr 

[0 0 3 7] *HlS(OJK«|tC*3l^-C, 07 ( a ) , 

(b) iC^tf^ S A^— i£{f5cT KU*, 

SSlftSiXfcS A I D, Bf-f§-», t©«f^O^>fA^^ 
[0 0 3 8] 0 1 JC*$nS«8*6 *><b«&*9 IC 

9^m*nsam^-^cD«#^tm^b^--igo8(c 50 
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[0 0 3 9] 0 1(C:*5^T, **6a>k«S*9— <T>U% 
£*U a«S*tfc^y Mi, *rt*yH;-nt:^ 

it, y- h**>f««4fcsMM-a 0 

[0 0 4 0] Mi, h 3£fi4K*5V> 

T> LAN^y^7x-X22a=£:gftL, ^-f>fV 
^*1*8 2 3 alCfcOjE*** h 17 — ^ l-4ci£-TS 
h fcWBrSi'U I«#{b/«[#ft«fa*«2 6 a- 

[0 0 4 1 ] Bt#ft/«^b*a3a*gk2 6 a K*5V>T 
I*. 07 (a) K:fctt£S A £#B&U SUf 

*ii£ff$fc#- h#«^-l:-St5SAt**L, 

m\ ffitcBES-TSSA I DSrlE*i-So * 

<D&. b ttffiP #fb/«-*fb«S^» 2 6aHW 

AN^y^7x-^ 2 1a LT, y h !7 — 

* i ^fcmznzo 

[0042] set-, M*y— ht~<<mwi5^ 
fcmzn. wAN>r^7*-^2 i b^it> 

lb/«fMI^2 6b-^^6 0 **{b/*# 

<b^S^^:2 6 b lessor**, 0 6 ic*5its s Af- * 

tSAIDt-at5SA^L, ^-(DS A(OBf^-{b 

[oo43] ^(^i, m&'<* y b &m ^ik/m*§ritl& 

m^Wt2 6 bfrhfr— >?Mm¥&L2 3 b t LAN 
-T>^^^ — *2 2 bSrSftL, «rt*s/ h!7 — ^ 3Sr 
^LTffl*9icte^$n5 e 
[00 4 4] Z(D£ 0 \Z S y-h-)x>fgS4, 5t<D 

n^i*#<b/«#{btt3i^ifi$ix6- tjc«to. je** 

So 

[0 0 4 5] JJctC. fiB*6^e>«B5|59<^-fe:y^3 >-tC*t 

■r5SA#a*KWB»T^5fcS:*>, Wr> 3 y|:Wt 

[0 0 4 6] y— b^*>T3Sfi4(C*3rtS^2(^^-Y^ 
2 8 a {i, S A-r — ^2 4<7)ir^v-3 

j*x*>7 p &mmtih\z&mL,. s A<om ^z^"7k. 
affl*7K^, is«ife#-h##. «p»{br^=^yx 

ASr^trS AJfcS£»*Sr«S!»^a2 5 a— iI*p-f£o 

[0 0 4 7] @5!ife#l9: 2 5 a (i, -fe y S/ a >-«t?lf«l* 
Wfc*<5< y 5/-fe-^Sr*)5KL7tm, ^^y>y b^v#<r> 
fc%T KU^^*ff6]i:*sy- h !>x^7 (rco 
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**) SrfBttU /^-'7 t -0^»31#a2 3 a fc«F#fk 
/«-S"ft*aa#a 2 6 a i:WAN>fy^7x- J* 2 1a 

*5, W*fc/tt^*JB*« 2 6 a fcfcl^Ttt, L 

fg2 3b^it, ®£&#8 2 5 b^mmzrt. ± jo 

*rfcfcS A*S«iar*n, ^h^x^i!4, 50SA 
Tr-*^-*^ [38 (a) , (b) -irMff^n^o 
[0 0 4 8] ^CDt£, #*6j&>6j8*9'MZ>*6jte7 Kl/ 

N!7~* 2£^LT>/- h^^^lc^-f- 
^o 

[0 0 4 9] /^s/ h «>^-f ii4 (C*5V> 

X, LAN>fy^7x-X22a?:gftl, A<™7^ > ^ 
^IfS2 3 a K J; 19 j£*£* y h 57 — * 1 — mmirZ 

htmmzti. «f*fk/«#{L«kaa#a2 6 a- 
tea***!,*., ##{b/tt#ft:a3a^a 2 e a icjai^c 

El 8 (a) tC*5ttSS Ar-^^^^#W,l, 

*j t ng^f h#-j§-j t-at5SAt*o, 
[0050] ftcML/cot^tma » 

*K M*y— h ^x^gf 5- <fci££ix, WAN 

82 6 b--i|£i££*t3 0 

[0051] le-^fk/aflrftj&a^a 26b ic^r 

tt, El 8 (b) ^^^5SAr-^-<-^^#iL, $fc 
K*£*tfcSA I Dii-tt^S A£&3ftU SI£SA 
— f ^ >^lf8 2 3bHAN^ >f7 — X 2 2 

[0 0 5 2] C<Di; 5 ^— b**>f3S«4fc:*3tt£ 
B&^b/ffi-^fb^^S 2 6 a {CT. — |f|5<7>fti31Srii*n 

[0 0 5 3] S*6^f)«^9 0iryV3yW 

t6S AWaB#Pfla5TK,fc5, -fcyS/g VtC*t"T-5SA 

[0 0 5 4] Jfi«4ld^JtSSBl<D^-<-r 
2 7 a li, SAr-^^-^ 2 4 <£>1? s> a >feCD^-f 
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/U=f y XA^irSr^tfSA»»*g^Sr«^»#®2 5 a 
[0 0 5 5] m&&^&2 5 a 14. ir^^a 

y-h^x^7K^(t h**>fg1l5 £ 
-^£^31^8 2 6 a tWAN-fy^7x^ 2 1 £ 

ifttt, M7-^ i ^casns. (fc*5> 

m^s^< y Ms, y-h*^ 

i£«5^teiS£ft, WAN^fy^7x^21b, 
ffc/«#ffc&«^S2 6 b i:;^f^^If^2 3 
b^lt, »5ilf©2 5b^^^ 

afcu h ^^-T^©4. SOSAf-^^-^ll, 
09 (a) , (b) <7>J:5^3E«r*nSo 
[0 0 5 6] WJiIftWLrtiJ;?!^ *HjSfio»a8ic*5V^ 

#><£>ilff ^-V^/U^fc^-fe^^ !ir>f TV v-m— g ^ 

drd, y f^7y^> 3 >36s#«E-rs»^^tt, 
[0 0 5 7] -t-ftfr-f^ -o(Dirr>3 >l:»Lt, 1S 

[0 0 5 8] £JLJittWUy5:l«*{bilfll*cteJt6, SHtffll 
^tbf^^r^ i:i6 5iria5coj: 5 Jc*S 0 

[0 0 5 9] -ftt^t, h (IK 

E) t^S^5#. 1 ocDir yi/s ^{Z.n't^^^r^ V ^ 

(sa) $rmi:L, et^fiicoit« 
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